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(54) Packet switch adapter for variable length packets 



(57) The present invention concerns a packet- 
processing apparatus and a packet switch adapter for 
the processing of variable-length packets comprising 
paclcet data and packet information. The adapter and/or 
the apparatus comprises a distributor for distributing the 
packets to several parallel, identical processing paths, 
each comprising at least one processing unit, whereto 
the packets are fed and which Is able to process only for 



one of the packets its packet information at any moment 
in time. The feeding is interruptable for feeding a differ- 
ent of the packets to another of the processing paths. 
Furthermore, a packet-processing method for distribut- 
ing received variable-length packets to several parallel, 
identical processing paths is disclosed. 
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Description 
TECHNICAL FIELD 

[0001 ] The present invention relates to systems, such 5 
as a packet-processing network for example, where 
information is transmitted by means of variable-length 
packet streams. It allows on-the-f ly processing of pack- 
ets up to very high data transmission rates. 

BACKGROUND OF THE INVENTION 

[0002] Packet-processing systems, like communica- 
tion networks and storage systems, are getting more 
and more important. An advantage of this kind of 
packet-based systems is that each and any packet is 
autonomous and can be routed through a network, for 
example, just by making use of the information carried 
In the packet's header. Asynchronous transfer mode, 
hereinafter abbreviated to ATM, data transmission net- 
works are well-known packet-processing systems, 
whereby a single processed packet has a fixed length 
and is called a cell. This ATM technology enables high- 
speed data transmission rates and supports many types 
of traffic, including data, facsimile, voice, video, and 
images, just to name some types encountered in a typi- 
cal multimedia environment. The emergence of the 
Internet and related online technologies like teleconfer- 
encing, telemedicine, distance learning. HDTV, real- 
time collaboration must handle ever higher data rates. 
Therefore, the emphasis is on changing from switching 
systems for pure ATM cells to such systems supporting 
variable-length IP (Internet Protocol) packets in addition 
to ATM cells. 

[0003] This patent application is related to WO 

97/29613, entitled "Parallel on-the-f ly Processing of 
Fixed Length Cells" filed on 6 February 1996. presently 
assigned to the assignee of the instant application and 
the disclosure of which is incorporated herein by refer- 
ence. 

[0004] Typical devices for packet-processing systems 
of any kind are: hubs, routers, servers, switches, e.g. 
used for connection purposes, and adapter cards for 
linking computers or other devices such as printers, 
plotters, scanners, disk drives, fax machines, network 
sniffers, to a packet-processing system. The faster the 
packets are transmitted in such a packet-processing 
system, the more complex and expensive the packet- 
handling and -processing gets. 
[0005] Some packet-processing systems hiave 
reached data transmission rates where the bounds of 
possibility are reached already or will be reached soon. 
There is a demand for new approaches to circumnavi- 
gate or solve this problem. Some networks operating in 
the Gigabit-per-second range have reached a stage 
where new solutions are needed. 
[0006] It is thus an object of the present invention to 
provide a new concept for variable-length packet- 



processing even at very high data transmission rates. 
[0007] It is a further object of the present invention to 
provide an apparatus and method enabling very fast on- 
the-fly processing of variable-length packets. 
[0008] It is another object of the present invention to 
apply the approach to packet-processed systems. 
[0009] It is still another object of the present invention 
to guarantee on-the-fly processing of variable-length 
packets with quality of service. 

SUMMARY OF THE INVENTION 

[0010] The present invention provides a packet- 
processing apparatus for processing an input packet 
stream of received variable-length packets. A variable- 
length packet, hereinafter simply called packet, com- 
prises packet data and packet Information, whereby the 
packet data is also referred to as paytoad. and the 
packet information, e.g. length, packet lifetime, header 
checksum, address, are usually provided in a header of 
the packet. A frame checksum, also referred to as FCS, 
can be provided at the end of an IP (Internet Protocol) 
packet. The packet-processing apparatus comprises a 
distributor for distributing the packets to several parallel 
and identical processing paths, whereby each path 
comprises at least one processing unit, whereto the 
packets are fed and which is able to process only for 
one of the packets its packet Information at any moment 
in time. That means only one packet with packet infor- 
mation or in case that a packet has been intenrupted into 
packet-parts, only one packet-part with packet informa- 
tion can be present for processing in one processing 
unit. The packet data or the packet-parts without packet 
information are processed by shifting them through the 
processing units. 

[0011] The received packets may have different 
lengths and priorities. Further the number of clock 
cycles a specific unit in the processing path needs to 
perform its action can be larger than the length of the 
packet in tenns of dock cycles. Hence, the next packet 
would arrive at this specific unit when the unit is still 
occupied with the previous packet. Therefore the feed- 
ing is interruptable for feeding a different of the packets 
to another of the parallel and identical processing paths. 
It is possible to interrupt the feeding of a long packet for 
feeding a shorter packet with a higher priority or to inter- 
rupt long packets alternately, e.g. for a well-ljalanced 
data throughput. The longer packets can be divided into 
several packet-parts if necessary. It is an advantage of 
the present invention that real-time traffic with variable- 
length packets can be achieved while guaranteeing on- 
the-fly processing of variable-length packets with quality 
of service, i.e. minimum delays occur during processing 
of variable-length packets and important packets can be 
processed faster. 

[0012] The several packet-parts of one interrupted 
packet can be transmitted and processed in the same 
processing path through the caresponding units, which 
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has the advantage that it is easier to collect and reas- 
semble the packet-parts at the end of each respective 
processing path and because more packets can be in 
process during the same time. Further, it is known in 
which processing path and in which processing unit the 
packet-parts are present and it isn't thus necessary to 
look for the packet-parts in other processing paths. 
[001 3] A collector for each processing path for collect- 
ing the several packet-parts can be used at the end of 
each processing path, which has the advantage that the 
packet-parts can be collected and reassembled to the 
original packet before the packet is multiplexed and/or 
the presence of errors may be detected. The collector 
has preferably a buffer. Only one collector for collecting 
and reassembling the packet-parts from all processing 
paths can be applied with the advantage that chip area 
can be saved, collectors can be combined, resources 
can be shared and only one unit for collecting and reas- 
sembling is necessary. 

[0014] When for each Interrupted packet. Information 
data is created, which can be an additional bit, signaliz- 
ing that a packet has been intenrupted. then the advan- 
tage occurs that every Inten-upted packet, which is 
divided into packet-parts, can be recognized from each 
processing unit, whereby for example payload can be 
processed faster by shifting it through the respective 
processing unit and no waiting for a following packet or 
packet-part is necessary. The collection of packet-parts 
at the end of the processing path using the information 
data allows to complete then the packet-parts back to 
the original packet. The additional bit can be imple- 
mented easily which is described below. 
[0015] When the processing in the processing unit is 
operated with a predetermined clocK and the time 
period between two subsequently processed packets Is 
an integer multiple of its clock cycle duration, then the 
advantage occurs that the processing can be carried 
out In a synchronized manner. Further, the clock cycles 
are determined and the process of the packets can be 
calculated in advance. 

[0016] If a sorter for sorting the received packets 
according to their priority into priority queues is used, 
then the advantage occurs that a sequential packet 
stream Is split up Into several sub-streams and a fast 
access to the sorted packets according to tiieir priorities 
is achievable. 

[001 7] When a selector for choosing packets from the 
priority queues is used, then the advantage occurs that 
a selection according to the priorities of the packets for 
furtiier processing can be achieved and the respective 
selection of tiie packets can be canied out in an accel- 
erated mode. 

[0018] When a distributor for distributing of the pack- 
ets to several parallel, Identical processing paths Is 
used, tiien tiie advantage occurs that the packets can 
be distributed according to tiie process in a non-occu- 
pied processing unit or processing path, whereby a par- 
allel processing is possible and therefore the entire 



processing system becomes faster. 
[0019] A packet switch adapter for the processing of 
variable-length packets is further disclosed. The varia- 
ble-length packets comprising packet data and packet 

5 information are received as a sequential stream. The 
adapter comprises a distributor for distributing the pack- 
ets to several parallel, kientlcal processing paths, each 
comprising at least one processing unit, whereto tiie 
packets are fed and which is able to process only for 

10 one of the packets Its packet information at any moment 
in time. The feeding is interruptable for feeding a differ- 
ent of the packets to another of the processing paths. 
This will be advantageous for tiie processing of long 
packets and therefore for real-time traffic, because long 

15 packets or packets with a low priority can be divided into 
packet-parts when a packet with a higher priority arrives 
and is processed immediately in another of the process- 
ing paths. The adapter comprises further a signalizer for 
signalizing tiiat a packet has been interrupted into sev- 

20 eral packet-parts, whereby for each interrupted packet, 
information data is created. Furtiiermore. tiie adapter 
comprises a collector for collecting tiie several packet- 
parts and for reassembling tiiereof . 
[0020] If a connection-label-lookup unit is employed to 

25 compare a field of a packet witii fields of a predefined 
lookup table and in the case of match, the correspond- 
ing content from the loolojp table is added to tiie packet, 
tiien tiie advantage occurs that a further unit Is informed 
and realizes what to do witii the packet. 

30 [0021] If a header-error-correction unit for analyzing a 
packet header of tiie packets for one or more bit-errors 
is applied, tiien tiie advantage occurs tiiat the errors 
can be realized and con-ected and tiie packet can be 
processed in the right way. 

35 [0022] If an operation, administration and mainte- 
nance packet-processing unit Is applied for extracting 
from and/or inserting into the stream of packets at least 
one additional packet, then the advantage occurs tiiat 
tiie stream of packets can be influenced and controlled 

40 by tills unit. That means links and/or network-states can 
be checked. 

[0023] If a packet-accounting unit for counting tiie 
number of packets fbnvarded to a connection and/or the 
number of occurring invalid packets is applied, then tiie 
45 advantage occurs that tiie total number of packets for- 
warded for a connection and possible Invalid packets 
are recognized and the further processing can be 
adapted. 

[0024] If a packet-policing unit for controlling a packet 
so peak rate and/or medium rate is applied, then the 
advantage occurs that a feasible high packet throughput 
can be achieved by checking if the packet peak rate is 
conform to the permission granted for a connection, 
whereby invalid or useless packets can be eliminated. 
55 [0025] If a switch-routing-header-insertion unit for 
adding to each packet a switch-specific header is 
applied, tiien the advantage occurs that a following 
switch realizes whereto to forward ttie respective 
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packet. 

[0026] The present invention further describes a 
packet-processing method for distributing received vari- 
able-length packets comprising packet data and packet 
information to several parallel, identical processing 
paths by feeding of the packets into paths. Each path 
comprises at least one processing unit which is able to 
process only for one of the packets its packet informa- 
tion at any moment in time. In the case of a first packet, 
which is a long packet and/or has a lower priority than a 
subsequent second packet, the feeding of the first 
packet is interrupted for feeding the second packet to 
another of the processing paths. 
[0027] At the beginning, the received packets can be 
sorted according to their priority into priority queues. 
Several packet-parts of one interrupted packet can be 
processed in the same processing path and at the end 
of each processing path, the several packet-parts are 
collected and reassembled before the packets are 
brought through multiplexing into preferably one output 
packet stream. For each interrupted packet, information 
data is created, signalizing that this packet has been 
inten^upted. 

DESCRIPTION OF THE DRAWINGS 

[0028] The invention is described In detail below with 
reference to the following schematic drawings. 

RG. 1 a shows a stream of variable-length packets. 

RG. lb is a schematic illustration of receiving varia- 
ble-length packets in different queues with a 
sorter and a distributor. 

FIG. 2a is a schematic illustration according to FIG. 

1b. whereby a first packet is divided and the 
rest of this packet is still in the queue. 

FIG. 2b is a first schematic snapshot of a parallel 
packet-processing apparatus with three par- 
allel processing paths used to illustrate the 
routing and processing of packets. 

RG. 3a is a schematic illustration according to FIG. 

1 b and 2a, whereby three packets remain in 
different queues. 

FIG. 3b is a second schematic snapshot according 
to FIG. 2b with packets in two different 
patiis. 

FIG. 4a is a schematic illustration according to the 
FIGs. 1b, 2a and 3b whereby another 
packet is divided and a packet-part remains 
in the queue. 

FIG. 4b is a third schematic snapshot according to 
FIG. 2b and 4b with packets and packet- 
parts in two different paths. 

FIG. 5 is a fourth schematic snapshot according to 
the FIGs. 2b. 3b and 4b with packets and 
packet-parts in all processing paths. 

FIG. 6 is a schematic illustration of a further 
embodiment of the present invention, this 



embodiment comprising a parallel packet- 
processing apparatus with two parallel 
processing paths, one processing unit being 
used by both processing paths. 
5 RG. 7 . is a schematic illustration of a packet- 
processing switching unit comprising an 
adapter card according to the present inven- 
tion. 

10 GENERAL DESCRIPTION 

[0029] The present invention enables data transmis- 
sion rates of tens of Gb/s with technical feasible clock 
cycle times while also guaranteeing quality of service 

15 for real-time traffic. Therefore, the present invention 
uses several virtual data paths for on-the-f ly processing 
of variable-length packets. It is, however, to be under- 
stood that the concept can be used for any other kind of 
packet-based data system as will be indicated later. 

20 Since the conventional, sequential packet-by-packet 
processing has turned out not to be suited for high- 
speed data transmission systems, a new approach is 
proposed. The basic concept of the present invention 
together with preferred embodiments are described in 

25 the following witti reference to FIGs. 1 to 7, wherein the 
same elements and units are referenced with the same 
numbering. 

[0030] In FIG. 1a, a typical data sti-eam 8 of variable- 
length packets a. p. y, 6, e, each comprising packet data, 

30 also referred to as payload. and an in full-black depicted 
header which provides packet information, is illustrated. 
A data-processing system typically operates witii a pre- 
determined or adjustable clock. The packet stream 8 is 
depicted over a time axis t, whereby the packets a, p, y. 

55 8. e come in one after tiie other. The packet stream 8 of 
variable-length packets a, p, y, 5, e consists of a first 
packet a. a second packet p, a third packet y. a fourth 
packet 6 and a fifth packet e. In the following, the varia- 
ble-length packets a, p, y. 5, & referred to as packets, will 

40 be fed through a parallel processing apparatus 40, illus- 
trated in FIG. 2b. Snapshots of packets and packet- 
parts have been taken at several times, illustrated in the 
FIGs. lb to 5. 

[0031] FIG. lb shows a schematic illustration of an 
45 input unit 60 witii the arriving variable-length packets a, 
p, Y. 6, e in different queues at a moment to in time. The 
packets a, p. y, 6, e according to FIG. la are received 
with a not depicted receptor from an input medium. The 
FIG. lb shows an arrow IN which indicates the variable- 
50 lengtii packet stream coming from tiie receptor. A sorter 
1 , also referred to as priority sorter 1 , is connected to a 
first queue 5. a second queue 6 and a third queue 7. 
These queues 5, 6, 7 are arranged in parallel and lead 
to a selector 3 which is coupled to a distributor 4. The 
55 selector 3 and tiie distributor 4 together form a choosing 
unit 2. The sorter 1 sorts the an^iving variable-length 
packets a, p. y. 5, e according to their priority into the 
respective queues 5. 6, 7. Here, tiie packets a. p, y, 5, e 
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have three different kinds of priorities which indicates 
the importance of the packets a, p. y. 8, e. The first 
packet a and the third packet y have a low priority, 
whereas the second packet p and the fourth packet 6 
have a middle priority and the fifth packet k has a high 
priority, therefore also referred to as high-priority packet 
e. When the high-priority packet e anrives. its processing 
should start immediately In general, the priority of a 
packet is any kind of information which is available 
about the importance of the packet. This information 
can be stored in and delivered with the header of the 
packet. The priority of the packet can be determined 
according to its length, origin or lifetime which are fur- 
ther criteria or examples for fast processing of this 
packet. As mentioned, the sorter 1 is connected to the 
queues 5, 6. 7. whereby the packets a. p. y, 6. e are 
sorted. The first packet a and the third packet y with low 
priority are sorted into the first queue 5, which hence 
serves for the low-priority packets a, y. The second 
packet p and the fourth packet 8 with middle priority are 
sorted into the second queue 6. The third queue 7 
serves for packets with high priority, like the fifth packet 
e The queues 5, 6. 7 may be dedicated to real-time traf- 
fic support with variable-length packets and/or fixed- 
length packets, as well as to unrestricted packet-lengths 
for non-real-time traffic. One of the functions of a 
packet-processing apparatus, also referred to as a 
switch adapter or switch adapter card, is to concentrate 
the traffic into a single data stream or so many data 
streams as different priority queues 5, 6, 7 will be han- 
dled by an attached switch. 

[0032] FIG. 2a shows the input unit 60 according to 
FIG. 1b at a moment t-i . The first in-time received packet 
a Is divided into two packet-parts, a first leading-packet- 
part and a first trailing-packet-part a2, whereby the 
first leading-packet-part ai is fed to a following process- 
ing path 10. depicted in FIG. 2b. The first trailing-packet- 
part a2 remains in the first queue 5, which is depicted by 
a serrated tine. The reason for the division is that the 
second packet p with a higher priority than the first 
packet a is received and should be processed faster. 
The first trailing-packet-part a2 is followed by the third 
packet y in the first queue 5. The fourth packet 6 is an-iv- 
ing in the second queue 6 and the high-priority packet, 
the fifth packet e is arriving in the third queue 7. which 
have been sorted into the queues 5. 6, 7 by the priority 
sorter 1 respectively. 

[0033] FIG. 2b shows a first snapshot, which is taken 
also at the moment ti of a packet-processing apparatus 
40. A part of the input unit 60 from FIG. lb and 2a is 
depicted with selector 3 and distributor 4 in FIG. 2b at 
the input side of the packet-processing apparatus 40. 
The selector 3 selects the packets a. p, y. 8. e from the 
priority queues 5, 6, 7 according to their priority and 
their amval time. i.e. the selection is carried out in the 
following order: the first packet a with low priority; the 
second packet p with middle priority whereby the first 
packet a is interrupted; the third packet y with low prior- 



ity; the fourth packet 8 with middle priority whereby the 
third packet y is interrupted; the fifth packet e with high 
priority whereby the fourth packet 6 is interrupted. The 
distributor 4. distributes and pots the selected packets 

5 a, p, y, 8, e according to the load and/or the processing 
of the packets in a following processing path 10, 20. 30. 
In general, the number of clock cycles which a process- 
ing unit 11-13, 21-23, 31-33 in the processing path 10, 
20. 30 needs to perform its action, can be larger than 

ro the length of the packet a. p. y, 8. e In terms of clock 
cycles. Hence, the next packet a. p, y. 8. e would arrive 
at this specific processing unit when the processing unit 
11-13. 21-23, 31-33 is still occupied with the previous 
packet. Therefore the following packet should be sent to 

15 a parallel unit In a parallel path for processing. This task 
is managed by the distributor 4, which distributes the 
packets a. p, y. 5, 8. onto the processing paths 10, 20, 
30. The distributor 4 can be a demultiplexer, which is 
supplied with information about the state of the process 

20 Of the packets a, p. y, 6. e in the following processing 
paths 10. 20. 30. 

[0034] The distributor 4 of the choosing unit 2 is con- 
nected to a first processing path 10. This first process- 
ing path 10 includes a first pre-processing unit 1 1 which 

25 precedes a first main-processing unit 12 which is con- 
nected to a first post-processing unit 13. The first 
processing units 11.12 and 13 are hence an-anged In a 
row and provide the first processing path 10. The last 
processing unit, here the first post-processing unit 13, is 

30 connected via a first collector 1 5 to a multiplexer 9 which 
provides an output 17. Further, a first signalizer 14 is 
coupled between the choosing unit 2 and the first 
processing path 10. This first signalizer 14 has also a 
connection to the first collector 15. The structure and 

35 the functionality of the three processing paths 1 0. 20, 30 
is equivalent. A second processing path 20 comprises a 
second pre-processing unit 21 , a second main-process- 
ing unit 22 and a second post-processing unit 23. A sec- 
ond signalizer 24 is arranged and connected between 

40 the choosing unit 2 and the second processing path 20. 
A second collector 25 connects the second processing 
path 20 with the multiplexer 9. whereby the second sig- 
nalizer 24 has a connection to the second collector 25. 
A third processing path 30 includes a third pre-process- 

45 ing unit 31 , a third main-processing unit 32 and a third 
post-processing unit 33. A third signalizer 34 is situated 
between the choosing unit 2 and the third pre-process- 
ing unit 31. A third collector 35 connects the third 
processing path 30 to the multiplexer 9. whereby the 

50 third signalizer 34 has a connection to the third collector 
35. The embodiment of the packet-processing appara- 
tus 40 comprises three parallel, identical processing 
paths 10, 20, 30 with corresponding signalizers 14. 24, 
34 and collectors 15. 25, 35. The signalizers 14. 24, 34 

55 create Information data for each Interrupted packet a, y. 
8 respectively This 'interrupt' information from the sig- 
nalizers 14, 24, 34 goes to the corresponding process- 
ing path 10. 20. 30 and therewith to each processing 
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unit 11-13. 21-23. 31-33 within the processing path 10. 
20. 30 and to the corresponding collector 15, 25. 35. 
One possibility to provide the 'interrupt' information is to 
increase the bit-width by one bit and set to '1' for full or 
uninterrupted packets and '0' for interrupted packets. 
[0035] As mentioned above, the distributor 4 has dis- 
tributed the first leading-packet-part a. to the first pre- 
processing unit 11 within the first processing path 10. 
Because in the meantime the second packet p with a 
higher priority than the first packet a was received* the 
first packet a has been divided into the first leading- 
packet-part ai and the first traillng-packet-part a2 in 
order to process the second packet p to guarantee for 
real-time traffic which is described In detail in conjunc- 
tion with FIG. 3b. Since the first packet a is divided, the 
first signalizer 14 corresponding to the first processing 
path 10 realizes the fact and signalizes that the first 
packet a has been interrupted, whereby for the inter- 
rupted first packet a, that means for the first leading- 
packet-part ai. therewith Information data is created 
which Is provided to the first processing path 10 and to 
the first collector 15 for collecting the first packet-parts 
. a2 and reassembling of the first packet a. Therefor a 
buffer in the first collector 15 for collecting the first 
packet-parts of the interrupted packets might be 
useful. The information data might be realized in form of 
an additional bit which either can be provided sepa- 
rately or added to the Information of the packet. Any 
other approach for signalizing that a packet has been 
inten'upted can be used instead. 
[0036] According to the invention in general, the 
incoming, received and sorted packet stream of varia- 
ble-length packets 8 is fed Into a parallel processing 
path of the packet-processing apparatus 40 where it is 
demultiplexed into N sub-streams or virtual processing 

paths of variable-length packets, with N = 2, 3 The 

demultiplexing is done without corrupting the packets 
content. The number N depends on the data transmis- 
sion rate or data throughput, the number of priorities, 
the number of cycles the subsequent processing will 
take, the length of the packets and other parameters. 
The higher the data throughput Is. the more N sub- 
streams or virtual processing paths are necessary, in 
the present example, the choosing unit 2 with the dis- 
tributor 4 splits the variable-length packet stream 8 Into 
three sub-streams, I.e. N=3. These three sub-streams 
are then provided at the N output ports of the distributor 
4 and fed into the N identical, parallel processing paths 
10. 20, 30. Each processing path 10, 20. 30 comprises 
here three processing units 11-13; 21-23; 31-33. 
whereby some examples for the functionality of the 
processing units are described in conjunction with FIG. 
7. The processing of the variable-length packets a. p. y, 
6. e through the parallel processing paths 10, 20, 30 will 
be elaborated in connection with FIGs. 3a to 5. The sub- 
streams - after having been processed - are fed into a 
multiplexer 9 which is employed to provide an output 
stream 17 of the variable-length packets a. p. y. 



This multiplexer 9 is designed such that a sequence of 
the packets a, p, y, 5, £, i.e. the chronological order on 
the input medium IN, is reestablishable or a sequence 
of the packets p, a, e, 6, y according to their priorities 

5 and processing is achievable. That means that some 
packets a. y. ^ can be passed by by other packets p. 5. 
E because of higher priorities, but the order is main- 
tained for those packets a and y, p and 6, e coming from 
the same priority queue 5, 6. 7. 

10 [0037] FIG. 3a shows the input unit 60 according to 
FIG. lb and 2a at a moment t2. wherein the three pack- 
ets y. 6, E remain in the queues 5, 6. 7. The first packet 
a and the second packet p are in process which Is illus- 
trated in FIG. 3b. The third packet y. the fourth packet 6 

15 and the fifth packet e have been sorted in corresponding 
priority queues 5. 6. 7. whereby the third packet y Is 
stored in the first queue 5 and is waiting for its process- 
ing, the fourth packet 6 is arriving In the second queue 6 
and the high-priority packet e is arriving in the third 

20 queue 7. 

[0038] FIG. 3b shows a second snapshot, which Is 
taken also at the moment tg of the packet-processing 
apparatus 40 according to FIG. 2b with the same struc- 
ture. Because the second packet p was received, the 
25 first packet a has been divided Into the first leading- 
packet-part and the first trailing-packet-part og In 
order to process the second packet p to guarantee for 
real-time traffic. 

[0039] That means in general, if a long packet, like the 

30 first packet a. is processed and a packet with a higher 
priority, like the second packet p. arrives in one of the 
other queues 6. 7 during processing of the first packet a 
in the processing path 10, the feeding is inrupted, to 
altow feeding the short packet, here the second packet 

35 p, to one of the non-occupied parallel processing paths 
20, 30. here second processing path 20. After this, feed- 
ing of the long first packet a continues on the first 
processing path 10 where the feeding started for at 
least the number of clock cycles which correspond 

40 either to the maximum packet-length allowed for real- 
time traffic or to the end of the long first packet a. If fur- 
ther short, high-priority packets arrive during feeding of 
the long first packet a, this feeding can be inten-upted 
every Nm dock cycles where Nm is the number of clock 

45 cycles con^esponding to processing the maxinrvum 
packet-length allowed for real-time traffic. The total situ- 
ation in this case is feeding of the higher priority packets 
p. 6. c on N-1 parallel virtual processing paths 20, 30 
and feeding of the low priority packets a, y on the one 

50 occupied processing path. That means in general, that 
a higher priority packet p. 5, e which Interrupts a lower 
priority packet a. y. 6 is fed to another non-occupied 
processing path 20. 30. To ensure correct processing in 
this situation, a reservation mechanism may be estab- 

55 lished which reserves the processing path 10 on which 
the low priority packet a starts, for this packet a while 
allowing to distribute the higher priority packets p. 5, e 
on the non-occupied processing paths 20. 30. In addi- 
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tion, an information may be added to the low priority 
packets a. y whether specific packet-parts are actual 
data or just empty bytes caused by interruption of the 
processing for the low priority packets a. y. This infor- 
mation could be added, e.g. as an additional data bit 5 
with value of e.g. 'V for actual data and value '0' during 
inten'uption. In this implementation each of the parallel 
processing paths 10, 20, 30 would increase by one bit 
bit-width. 

[0040] The first signalizer 1 4 realizes the i nterruption 
of the first packet a and signalizes this, whereby for the 
interrupted first packet a, that means for the first lead- 
ing-packet-part a-\ , information data is created which 
here is provided to the first processing path 10 and to 
the first collector 15 at the end of the first processing 
path 10. Also other approaches for signalizing and rec- 
ognition of interrupted packets could be applied. 
[0041] The first leading-packet-part is still in proc- 
ess in the first pre-processing unit 1 1 , whereby the sec- 
ond packet p is in process in the second pre-processing 
unit 21 and the first leading-packet-part follows the 
first trailing-packet-part a2 in the same path which is the 
first processing path 10. 

[0042] FIG. 4a shows the input unit 60 according to 
the FIGs. 1 b, 2a and 3a at a moment The third packet 
y, the fourth packet 6 and the fifth packet z have been 
sorted in their conresponding priority queues 5. 6, 7. 
The fourth packet 6 was received in the second queue 6 
and is waiting for its processing. That's why the third 
packet y is interrupted and divkied into a third leading- 
packet-part y-i and a third trailing-packet-part y2, 
whereby the third trailing-packet-part yg is waiting in the 
first queue 5 for its further processing. The high-priority 
fifth packet e is aniving in the third queue 7. 
[0043] FIG. 4b shows a third snapshot, which Is taken 
at the moment \^ of the packetiDrocessing apparatus 40 
according to the FIGs. 2b and 3b. The first leading- 
packet-part ai is in process in the first main-processing 
unit 1 2 and the second packet p is in process in the sec- 
ond pre-processing unit 21. But in the meantime the 
fourth packet 6 was received, shown in FIG. 4a. There- 
fore the third packet y has been divided into the third 
leading-packet-part yi and the third trailing-packet-part 
y2. whereby the third leading-packet-part y^ remains in 
the first queue 5, shown in FIG. 4a. and the third lead- 
ing-packet-part yi is in process in the first pre-process- 
ing unit 11. Also in the first pre-processing unit 11 is 
processed the first trailing-packet-part ag. That is only 
possible because one processable or in other words 
amendable part of a packet, herein a part of the third 
leading-packet-part y^ is in the same first pre-process- 
ing unit 11. The first trailing-packet-part a2 contains 
payload without a header which is processed in that it is 
only shifted and not amended, whereby the first pre- 
processing unit 1 1 is also able to process another's 
packet header, like the header of the third leading- 
packet-part yv Merely the header of a packet or the 
frame checksum, also abbreviated to FCS, at the trail- 



ing-part of an IP-packet will be processed. The frame 
checksum at the end of the IP-packet is only processed 
in a checksum unit. That means in particular if a frame 
checksum at the end of an IP-packet is in process in a 
checksum unit, no other or following packet, which usu- 
ally starts with a header, is allowed to be in this check- 
sum unit during processing. Since the fourth packet S is 
received, the third packet y is interrupted while the first 
signalizer 14 signalizes that and creates information 
data which here is given to the first processing path 10 
and thereby to the first processing units 1 1, 12, 13 and 
to the first collector 15 at the end of the first processing 
path 10, 

[0044] FIG. 5 shows a further snapshot, which is taken 
at a moment t4 of the packet-processing apparatus 40 
according to the FIGs. 2b. 3b and 4b. The variable- 
length packets a. p, y. 6. e are in the packet-processing 
apparatus 40. whereby each processing path 10, 20. 30 
is being used. The first ieading-packet-part arrived at 
the first collector 15. The first collector 15. which com- 
prises a buffer, collects the packet-parts a^, 02; y^, y2» 
whereby the first collector 15 waits for the first trailing- 
packet-part a2 in order to reassemble the first packet- 
parts ai, 02 to the first packet a again and to send it to 
the multiplexer 9 for multiplexing which is described 
below. The first trailing-packet-part 02 is in the first post- 
processing unit 13 together with the third leading- 
packet-part yi which extends into the first main-process- 
ing unit 12. followed by the third trailing-packet-part y2 at 
the start of the first pre-processing unit 11. In the sec- 
ond processing path 20, the second packet p is in proc- 
ess in the second post-processing unit 23 followed by a 
fourth leading-packet-part §1 in the second main- 
processing unit 22 and a fourth trailing-packet-part 82 in 
the second pre-processing unit 21 . Because of the divi- 
sion of the fourth packet 6. the second signalizer 24 has 
created the information data for the second processing 
path 20. which means the created information data is 
given to the second processing units 21 , 22. 23 and the 
second collector 25 within the second processing path 
20. The high-priority packet e is being processed in the 
third pre-processing unit 31 within the third processing 
path 30. 

[0045] At the end of the N processing paths 10, 20. 30 
and behind the collectors 15. 25, 35. the packets a, p. y, 
5. 8 can be rmiltiplexed to the one single output stream 
17. Multiplexing of inten-upted or long packets a. y. 6 
without collecting and reassembling of the packet-parts 
<xi> oLz. yit y2; ^* ^ is also possible if an additional 
header, also referred to as switch-routing-header, 
belongs to these packet-parts a-j. 02; yi, y2^ ^i. ^• 
Then, the switch-routing-header is added to all discon- 
nected packet-parts , 02; yi . y2; 61 . §2- This is possible 
since the processing paths 10, 20 for the long packets 
a. y, 5 are reserved for these and a header information 
was calculated from the first part of the long packet a, y. 
5. In this case, no collectors 15, 25, 35 before the multi- 
plexer 9 will be necessary. The con'esponding unit 
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which otherwise adds this header to a single packet 
would then repeat this process for all following parts of 
the packet whenever the 'interrupt' information changes 
from '0' to '1'. However, this can require that a further 
information might be added between the switch-routing- 
header and the packet. This 'interrupt' information will 
not be read by the switch itself, but by the switch adapter 
at the other end of the switch. This switch adapter will 
then reassemble the packet before transmitting it to a 
physical line. Another possibility is to multiplex such 
inten-upted packets again, but put them into reserved 
queues lor the switch. An adapter can offer several input 
queues to the switch each for a specific priority. 
[0046] A further embodiment of the present invention 
is shown in FIG. 6. A parallel packet-processing appara- 
tus 80 is provided which comprises a choosing unit 70 
with a selector 73 and a distributor 74 followed by two 
parallel processing paths 68, 69, a first processing path 
68 and a second processing path 69. The choosing unit 
is connected to a first pre-processing unit 61 within 
processing path 68 and to a second pre-processing unit 
62 within processing path 69 which precede a joint- 
processing unit 65. That means in detail that the two 
outputs of the pre-processing units 61. 62 are con- 
nected to the one input of the joint-processing unit 65. 
The output side of the non-cycle-critical joint-processing 
unit 65 is connected to a demultiplexer 66 for feeding 
the packets to a first post-processing unit 63 or to a sec- 
ond post-processing unit 64. The one joint-processing 
unit 65 is used by both processing paths 68. 69. The 
necessary chip area thereby is significantly reduced. In 
general, processing units may be shared by all process- 
ing paths, or some parallel processing paths. Non- 
cycle-critical units are best suited for this purpose. In 
FiG. 6. a first queue 71 and a second queue 72 are con- 
nected to the choosing unit 70 at its input side, where 
the selected packets arrive according to the above 
described embodiment. At the end of the first process- 
ing path 68 is arranged a first collector 75 and at the end 
of the second processing path 69 is arranged a second 
collector 78. The first collector 75 and the second col- 
lector 78 are connected to a multiplexer 79 which is able 
to multiplex the processed packets into one output 
stream 18. In this embodiment, the non-cycle-critical 
joint-processing unit 65 is shared by the two parallel 
processing paths 68 and 69, I.e. the packets at the out- 
put side of the first pre-processing unit 61 and the sec- 
ond pre-processing unK 62 are all fed and processed 
through one and the same non-cycle-critical joint- 
processing unit 65. This is possible since packets from 
the different processing paths 68, 69 arrive in a stag- 
gered manner, i.e. not at the same time. The identifica- 
tion of joint-processing units 65 which can be used by 
several parallel processing paths 68. 69 may be done by 
the chip designer, or can be done automatically in syn- 
thesis optimization steps erther in high-level synthesis, 
or in gate-level synthesis. 

[0047] Part of the bandwidth of a packet-processing 



system may be dedicated to a particular application. 
This is an advantageous feature of a packet-based sys- 
tem and is used in networks for transmission of time- 
critical or real-time information. However, if such time- 

5 critical services are supported on a network, all adapt- 
ers, switches and so on have to support this kind of 
service. I.e. . it is to be ensured that the slots allocated to 
the application remain unchanged. This is ensured by 
the parallel-processing apparatus according to the 

10 present invention. 

[0048] FIG. 7 shows a schematic illustration of a 
packet-processing switching unit comprising a packet 
switch adapter 54. also referred to as adapter card, 
according to the present invention. A schematic embod- 

15 iment of the present invention, designed to be employed 
as part of the variable-length packet switch adapter 54 
for coupling a variable-length packet data transmission 
channel to a vendor-specific packet-switching fabric 50, 
herein refenred to as switch 50. is illustrated in FIG. 7. 

20 Such a variable-length packet switch adapter 54 is 
employed to transform an input stream of variable- 
length packets Into a stream 19 of packets being suited 
for routing through the switch 50 requiring specialty pre- 
pared packets. The structure and content of these spe- 

25 dally prepared packets depends on the kind of switch 
used and varies from vendor to vendor. As schemati- 
cally indicated, such a variable-length packet switch 
adapter 54 comprises many units, e.g. as well as delay 
units, some of the units being part of the above 

30 described parallel packet-processing apparatus 48. In 
the variable-length packet switch adapter 54, those 
units not being fast enough are carried out in parallel. 
Some of the other units, however, are just needed once. 
In particular those processing units which need more 

35 than one slot duration for processing of a packet are 
provided several times to allow parallel processing and 
anranged between a distributor and multiplexer. The fact 
that there are some process steps carried out in a par- 
allel, staggered fashion is indicated in FIQ. 7 by the par- 

40 allel packet-processing apparatus 48 comprising the 
functional elements of FIG. 2b, for sake of simplicity 
After having been processed by the variable-length 
packet switch adapter 54, the output packet stream 19 is 
then routed through the switch 50 at the output side of 

45 which another variable-length packet switch adapter 90, 
also refenred to as adapter card 90, may be situated. 
This variable-length packet switch adapter card 90 may 
be employed to transform the stream of packets back 
into a variable-length packet stream. 

50 [0049] As illustrated in FIG. 7. the arrangement of 
packet-processing units in the data path to the variable- 
length packet switch 50 and furthei- to the other side of 
the switch 50 is highly sequential and it contains one 
branching point where the packets are fonn/arded to the 

55 switch 50. It is therefore ideally suited for on-the-fly 
packet-processing. A standard arrangement is shown in 
FIG. 7. A first unit is a receptor 51. also called a line 
interlace handler 51 for receiving variable-length pack- 



8 



15 



EP0 991 231 A1 



16 



ets, which arbitrates the reception of variable-length 
packets from several f irst-ln-f irst-out units, also abbrevi- 
ated to FIFOs. Then follows an input unit 52 where the 
incoming packets are sorted according to their priority 
into priority queues by a sorter and selected and distrib- 
uted for the following processing paths by a selector and 
a distributor respectively, as described In detail in the 
embodiment above. A signalizer, which for the sake of 
clarity is not depicted, creates information data and sig- 
nalizes that a packet has been interrupted, which is 
described in detail also in the embodiment above. The 
next unit is a connection-label-lookup unit 41 which 
compares a field of a packet with fields of a predefined 
lookup table. These fields may contain addresses or 
special values. If a match occurs, then the correspond- 
ing content from the lookup table is added in form of one 
or several bits to the packet which tells further units 
what to do with this particular packet. A further unit in 
the connected row is a header-error-correction unit 42 
which analyses the packet header for bit-errors and cor- 
rects occumng errors or marks packets with uncon'ect- 
able errors for removal. An operation-, administration- 
and maintenance-packet-processing unit 43, hereinaf- 
ter abbreviated to 0AM. inserts or extracts additional 
packets or packet-parts into or out of the packet stream 
for checking links and/or network-states. Such an 0AM 
unit is used in switches for ATM cells, but it can be use- 
and helpful for packet-processing in general. A swttch- 
routing-header-lnsertion unit 44 adds to the variable- 
length packet a switch-specific header which tells the 
switch 50 to which output port or ports to fonward the 
packet. A first packet-accounting unit 45 in the packet 
switch adapter 54 and a second packet-accounting unit 
92 in the switch adapter card 90 behind the switch 50 
count the number of packets fonwarded for a connec- 
tion, the number of possible Invalid packets and so forth. 
A packet-polidng unit 46 at a User Network Interface, 
also abbreviated to UNI. checks if the packet peak rate 
and medium rate conform to the permissions granted 
for a connection and may remove violating packets. A 
multiplexing unit 53 with a multiplexer and at least one 
collector collects. reassent)les and multiplexes the 
packets to one output stream 19, which is fed to the 
input of the switch 50. The multiplexing can also be 
done after the switch 50. The output side of the switch 
50 is connected to the switch adapter card 90 and as 
first to a header-update unit 91 which removes the 
switch-routing-header and replaces the old value by the 
corresponding value for the next link. The second 
packet-accounting unit 92. which is connected to the 
header-update unit 91. counts the number of pactets 
foHAarded for a connection and the number of possible 
invalid packets. A following traffic-shaping unit 93 delays 
packets inside the network until they conform with the 
permissions again, i.e. it connects violations of traffic 
permissions which are caused by the network and not 
the user. As on the input side, there is a line interface 
handler 94 on the output skie for arbitrating and adapt- 



ing of an output packet stream to further packet- 
processing. All these units take a certain number of 
clock cycles for operation and some of them may need 
several parallel units to performrthis in time. Also some 
5 of the units can be subdivided into further part-units. 

Claims 

1. Packet-processing apparatus (40, 48, 80) for 
10 processing an input packet stream of received vari- 
able-length packets (8) comprising packet data and 
packet information, said apparatus comprising a 
distributor (4. 74) for distributing said packets (8) to 
several parallel, identical processing paths (10, 20. 
15 30; 68. 69), each comprising at least one process- 
ing unit (11-13. 21-23. 31-33; 41-46; 61-65). 
whereto said packets (8) are fed and which is able 
to process only for one of said packets (8) its packet 
information at any moment In time, said feeding 
20 being interruptable whereby several packet parts 
(ai. 02: ri' Yz: Si. $2) resulting, for feeding a dif- 
ferent of said packets (8) to another of said 
processing paths (10, 20. 30; 68. 69). 

25 2. TTie apparatus according to claim 1. whereby the 
several packet-parts (a^. 03; yi, Yai S^, 82) o"® 
intenrupted packet (a. y, S) are processed in tiie 
same processing path (10, 20, 30; 68, 69). 

30 3. The apparatus according to claim 1 or 2 . compris- 
ing a collector (15. 25. 35; 75, 78) for collecting the 
several packet-parts {a^, 02; yi, y2; §2) ^or 
reassembling thereof* wherein the collector (1 5» 25. 
35; 75, 78) has a buffer for said packet-pans (a^, 

35 a2:Yi.y2;6i.52). 

4. The apparatus according to one of claims 1 to 3. 
wherein for each interrupted packet (a, y, 6) infor- 
mation data is created, signalizing that tiiis packet 

40 (a, y, S) has been interrupted. 

5. Tlie apparatus according to one of claims 1 to 4, 
whereby tiie processing in the processing unit (11- 
13. 21-23. 31-33; 41-46; 61-65) is operated with a 

45 predetemiined clock, and the time period between 
two subsequently processed packets (8) is an inte- 
ger multiple of its clock cycle duration. 

6. The apparatus according to one of claims 1 to 5. 
so comprising a sorter (1) for sorting the received 

packets (8) according to their priority, into priority 
queues (5, 6. 7; 71,72). 

7. TTie apparatus according to daim 6. comprising a 
55 selector (3. 73) for choosing packets from the prior- 
ity queues (5. 6, 7; 71,72). 

8. Packet switch adapter (54) for the processing of 
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variable-length packets (8) comprising packet data 
and packet information, said packets (8) being 
receivable as a sequential input packet stream, said 
adapter (54) comprising: 

5 

• a distributor (4. 74) for distributing said packets 
(8) to several parallel, identical processing 
paths (10. 20, 30; 68, 69), each comprising at 
least one processing unit (11-13, 21-23. 31-33; 

41 -46; 61 -65). whereto said packets (8) are fed io 
and which is able to process only for one of 
said packets (8) its packet information at any 
moment in time, said feeding being interrupta- 
ble whereby several packet parts (at. 02; Yi . Y2; 
61, 82) are resulting, for feeding a different of is 
said packets (8) to another of said processing 
paths (10, 20, 30:68, 69). and 

• a signalizer (14. 24, 34; 76, 77) for signalizing 
that a packet (8) has been interrupted into sev- 20 
eral packet-pans (a^, yi, 72: Si. §2), 
whereby for each interrupted packet (a, y. S) 
information data is created, signalizing that this 
packet (a. y, 6) has been interrupted, and 

25 

• a collector (15. 25, 35; 75. 78) for each 
processing path (10, 20, 30; 68. 69) for collect- 
ing said several packet-parts (ai, 02; yi* Yai Si> 
62) and for reassembling thereof. 

30 

9. The adapter according to claim 8. comprising a 
connection-label-lookup unit (41) employable to 
compare a field of the packet (8) with fields of a pre- 
defined lookup table and in the case of match, the 
corresponding content from the lookup table is 3S 
added to said packet (8) in order to inform a further 
unit what to do with said packet (8). 

10. The adapter aocording to claim 8 to 9, comprising a 
header-enror-correction unit (42) for analyzing a 40 
packet header of the packets (8) for one or more t)it- 
errors and/or correcting this. 

11. The adapter according to one of claims 8 to 10. 
comprising an operation-, administration- and 45 
maintenance-packet-processing unit (43) for 
extracting from and/or inserting into the stream of 
packets (8) at least one additional packet. 



12. The adapter according to one of claims 8 to 11, 
comprising a packet-accounting unit (45) for count- 
ing the number of packets (8) fonvarded to a con- 
nection and/or the number of occurring invalid 
packets. 

13. The adapter according to one of claims 8 to 12, 
comprising a packet-policing unit (46) for controlling 
a packet peak rate and/or medium rate. 



so 



55 



14. The adapter according to one of claims 8 to 13, 
comprising a switch-routing-header-insertion unit 
(44) for adding to each packet (8) a switch-specific 
header which tells a switch (50) whereto to fonward 
the respective packet (8). 

15. Packet-switching unit comprising the packet switch 
adapter (54) according to claim 14 and the switch 
(50). 

16. The packet-switching unit according to claim 15. 
comprising 

• a header-update unit (91) for removing and/or 
replacing the switch-specific header, 

• a packet-accounting unit (92) for counting the 
number of packets (8) fbnwarded for a connec- 
tion and/or the number of occurring invalid 
packets (8), 

• a traffic-shaping unit (93) for conrecting of devi- 
ations of traffic permissions, and 

• a tine-interface handler (94) for arbitrating of 
the packets (8) for further packet-processing 

being located at an output port or output ports of 
said switch (50). 

17. Packet-processing method for distributing received 
variable-length packets (8) comprising packet data 
and packet information to several parallel, identical 
processing paths (10. 20, 30; 68. 69), each com- 
prising at least one processing unit (11-13, 21-23. 
31-33r 41-46; 61-65; 91-93) which is able to proc- 
ess only for one of said packets (8) its packet infor- 
mation at any moment in time, feeding said packets 
(8) into said paths (10, 20, 30; 68, 69); and in the 
case if a first of said packets (a) has a lower priority 
than a subsequent second of said packets (p), 
inten'upting said feeding of said first packet (a) for 
feeding said second packet (P) to another of said 
processing paths (10. 20. 30; 68, 69). 

ia The method according to claim 17, whereby said 
received packets (8) are sorted according to their 
priority, into priority queues (5, 6, 7; 71, 72), 

19. The method according to claim 17 or .18. whereby 
several packet-parts (ai, 02; yi. Ys; 81. %) one 
inten-upted packet (a. y. are processed in the 
same processing path (10. 20. 30; 68, 69). 

20. The method according to one of claims 17 to 19. 
whereby for each inten-upted packet (a, y, 5) infor- 
mation data is created, signalizing that this packet 
(a. Y. 8) has been interrupted. 

21. The method according to one of claims 17 to 20. 
whereby the packet-parts (a^. 02', yi. Y2: ^i* 82) of 
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reassembled. 
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